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 R isks  assoc iated with informat ion secur i ty  have been increas ing rapid ly  in recent years .  The scope of  corporate response i s  a lso 

expanding due to the f requency of  cyber  at tacks ,  the d ivers i�cat ion and sophis t icat ion of  mal ic ious  technologies  ( ransomware,  

etc.) ,  the strengthening and diversi�cation of regulat ions in various countr ies, and the emergence of geopol it ical  r isks.

 Addit ional ly,  as our management goal is  to transform into a digita l  serv ices company, we need to place “security” as a corporate 

value not only to mit igate geopol it ical  r isks in digital  services, but also to further sol idify pro�tabi l i ty in our exist ing businesses.

 The Ricoh Group has been transforming into a digita l  serv ices company, and in 2021, we launched data business in earnest with 

the re lease of  the “AI  at  Work” ser ies ,  a new serv ice that uses propr ietary natura l  language process ing AI  (art i�c ia l  inte l l igence)  

and other technologies to support business operations.

 At the same t ime, we establ ished the Information Secur ity Management Center to make quick management decis ions on compa-

ny-wide (R icoh Group)  informat ion secur i ty,  c lar i fy  s t rategies  to comply with the laws and regulat ions of  var ious countr ies ,  and 

l ink security to the enhancement of corporate value.

 In recent years,  as companies have been aiming to improve their  corporate competit iveness through digita l  t ransformation (DX),  

security issues that need to be resolved have also ar isen.

 In  l ight  of  th i s  soc ia l  s i tuat ion,  the  R icoh Group a ims to  become a  company that  cont inues  to  be t rus ted by  soc ie ty  by  tak ing 

measures  aga ins t  i nc reas ing l y  soph i s t i ca ted  cybe r  a t tacks ,  ensu r ing  h igh-qua l i t y  secu r i t y  o f  p roduc t s ,  s y s tems ,  and  se rv i ce s  

through “security by design,” and promoting information security measures throughout the supply chain.

 We hope that you will read this report, which presents an overall picture of the Ricoh Group's information security initiatives.

RICOH Company, Ltd.
General Manager, Information Security Management Center

Hiroyuki Teshima

Message  f rom top  management
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RICOH COMPANY,LTD.

Information Security Management Center

1-3-6.Nakamagome

Ohta-ku Tokyo 143-8555 Japan

Tel:03-3777-8111(Main phone number)

C o n t a c t  i n f o r m a t i o n  ( e . g .  f o r  i n q u i r i e s )

Ricoh Family Group's information security efforts

R e p o r t  S c o p e

2021/7/1~2022/9/30

R e p o r t i n g  p e r i o d

 The purpose of this report is to explain the Ricoh Family Group's information security-related activit ies  to stakeholders.

P u r p o s e

Bas i c  In fo　
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Human 
resources
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and regulations

 I n  2020 ,  R i coh  dec la red  an  in ten t ion  to  t rans fo rm in to  a  

d ig i ta l  serv ices  company.  We wi l l  bu i ld  an IT  inf rast ructure  

fo r  the  workp lace  (o f�ce /works i te  +  home) ,  d ig i ta l i ze  and 

connect work�ows, and support  new ways of  working.  As a 

digita l  serv ices company, we are providing opt imal solut ions 

for  each customer by tak ing into account  i ssues  that  d i ffer  

f rom count ry  to  count ry,  reg ion to  reg ion,  and indust ry  to  

industry, and by combining Ricoh’ s technological and digital 

capab i l i t i e s .  I n  th i s  way,  we  w i l l  suppor t  the  c rea t i v i t y  o f  

workers and change the workplace.

 I n  t h e  d i g i t a l i z e d  w o r k � o w,  d i g i t a l  d a t a  o f  c u s t o m e r  

informat ion is  ut i l ized in var ious ways to provide va lue,  but 

t h e  p r i o r i t y  i n  t h i s  p ro c e s s  i s  t o  p ro t e c t  t h e  s a f e t y  a n d  

security of customer information.

 Un l i ke  ana log  data  such  as  paper  med ia ,  d ig i ta l  da ta  can  

eas i l y  be  cop ied f rom the or ig ina l .  Therefore ,  the  scope of  

i n v o l v e m e n t  t o  e n s u re  s a f e t y  a n d  s e c u r i t y  g o e s  b e y o n d  

work�ow p roces s ing  o f  d ig i t a l  s e r v i ce s .  I t  e x tends  to  the  

e n v i r o n m e n t  w h e r e  t h e  w o r k � o w  i s  i m p l e m e n t e d ,  t h e  

w o r k s i t e  e n v i r o n m e n t  w h e re  p ro d u c t s  a n d  s e r v i c e s  a r e  

manufac tu red  and  deve loped ,  the  supp l y  cha in  i n c lud ing  

procurement  of  par ts  necessary  for  manufactur ing,  re la ted 

companies, industries, regions, and even nations. 

 A n d  i t  i s  f u r t h e r  e x p a n d i n g  d u e  t o  t h e  i n c r e a s i n g  

sophistication and complexity of services.

 The re  i s  no  end  to  the  on s l augh t  o f  ma l i c i ou s  a t t a cke r s  

u s i n g  r a n s o m w a re ,  m a l w a re ,  a n d  t h e  l i k e .  A s  s h o w n  b y  

internat iona l  secur i ty  s tandard act iv i t ies ,  i t  i s  important  to  

m a i n t a i n  a  c e r t a i n  l e v e l  o f  s e c u r i t y  n o t  o n l y  b y  a  s i n g l e  

company,  but  a lso through cooperat ion on a nat ional  leve l .  

To th is  end,  i t  i s  necessary to coordinate efforts  not only  in 

cybersecur i ty,  as  seen in the attacks of  and defense against  

a t t a c k e r s ,  b u t  a l s o  i n  t h e  � e l d s  o f  p e r s o n a l  i n f o r m a t i o n  

protection, national laws and regulations, trade, and the l ike.

 R i c o h  r e g a r d s  " i n f o r m a t i o n  s e c u r i t y "  a s  t h e  s c o p e  o f  

act iv i t ies necessary to "safely and securely protect customer 

information from threats" and implements various measures.

 This report introduces Ricoh's information security.

What is customer information?

 This refers to information collected by Ricoh’ s products and services, 

s u c h  a s  c u s t o m e r  p e r s o n a l  i n f o r m a t i o n ,  c o n � d e n t i a l  c u s t o m e r  

information, information on the operation of products instal led in the 

customer’s environment, and customer inquiry information.

1 - 1 B a c k g r o u n d  a n d  i m p o r t a n c e  o f  i n i t i a t i v e s  i n  i n f o r m a t i o n  s e c u r i t y

I n t roduc t ion  1
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 The  G roup  Management  Commi t t ee  (GMC)  and  the  R i s k  

M a n a g e m e n t  C o m m i t t e e  o f  t h e  R i c o h  G r o u p  E x e c u t i v e  

C o m m i t t e e  d e t e r m i n e ,  i n  l i g h t  o f  o u r  m a n a g e m e n t  

ph i losophy and bus iness  ob ject i ves ,  “pr ior i t y  management  

r i sks” based on a comprehens ive ident i�cat ion of  r i sks  that  

may have a s igni�cant impact on management, including the 

impac t  on  s takeho lde r s ,  and  they  a re  ac t i ve l y  i nvo l ved  in  

activit ies to address these risks.

 The Ricoh Group has posit ioned the study and promotion of 

appropriate measures for the Group, which has global  bases 

o f  opera t ions ,  a s  one  o f  the  most  impor tant  management  

i ssues  in  “pr ior i ty  management r i sks ,” based on constant ly  

identify ing the ever-changing information security s i tuat ion, 

as information security measures are required at the national 

and international levels.

 M a t e r i a l  i s s u e s  a r e  i d e n t i � e d  b a s e d  o n  t r e n d s  i n  t h e  

international community, the Sustainable Development Goals 

( S D G s ) ,  s t a k e h o l d e r  e x p e c t a t i o n s ,  R i c o h ’ s  m a n a g e m e n t  

ph i l o sophy,  ou r  med ium- te rm management  p l an ,  and  the  

op in ions  o f  ou t s ide  expe r t s ,  and  those  a re  rev i ewed  on  a  

regular basis.  We have identi�ed seven material  issues in the 

two areas of  "resolv ing soc ia l  i ssues through bus iness” and 

“robust management foundation” to support that,  and have 

set 17 environmental, social, and corporate governance (ESG) 

ta rget s  l inked  to  each  mate r ia l  i s sue .  In  one  o f  the  goa l s ,  

s t akeho lde r  engagement ,  we  work  to  s t rengthen  secu r i t y  

based on international security standards.

 R i coh ’ s  in fo rmat ion  secur i t y  i s  pos i t ioned as  a  necessa ry  

act iv i ty  to support  our d iverse d ig i ta l  serv ice act iv i t ies  such 

as work�ow and data pr ivacy (3,  4)  and to implement va lue 

creation processes (1, 2).    

1 - 2 P o s i t i o n i n g  o f  i n f o r m a t i o n  s e c u r i t y  i n  m a n a g e m e n t

I n t roduc t ion  1
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CoordinationCoordination InstructionReport

CoordinationCoordination InstructionReport

Business unit

Promotion organization

Management

Ricoh Group’s information security organization structure

 I n  a n  i n c r e a s i n g l y  c o m p l e x  a n d  d i v e r s e  b u s i n e s s  

environment, the Ricoh Group considers “r isk management” 

as being indispensable for properly managing various internal 

and ex te rna l  uncer ta in t ie s  re la ted  to  our  bus iness  and for  

c a r r y i n g  o u t  o u r  m a n a g e m e n t  s t r a t e g i e s  a n d  b u s i n e s s  

objectives. 

 O u t  o f  a l l  o f  t h e  r i s k  m a n a g e m e n t  i t e m s ,  i n f o r m a t i o n  

s e c u r i t y  i s  p o s i t i o n e d  a s  a  p r i o r i t y  m a n a g e m e n t  r i s k  

m a n a g e m e n t  i t e m ,  a n d  t h e  g e n e r a l  m a n a g e r  c h e c k s  t h e  

s tatus  of  effor ts  as  an eva luator.  A l l  members  of  the R icoh 

Group, including management, promotion organizations, and 

b u s i n e s s  u n i t s ,  a r e  w o r k i n g  t o  c o n t i n u o u s l y  e n h a n c e  

information security.

 In  order  to improve cont inuous ly  growing corporate va lue,  

t h e  R i c o h  G ro u p  h a s  e s t a b l i s h e d  t h e  f o l l o w i n g  p o l i c i e s  

related to information security for providing safe and secure 

products  and serv ices  to  customers  and for  support ing our  

own business infrastructure.

　●  Information Security for Products and Services

　●  Ricoh Group Information Security Basic Policy

　●  Ricoh Group Data Privacy Policy

　●  R icoh Group Basic Pol icy for AI  Technology Ut i l izat ion　
　      

 In the Ricoh Group’ s management philosophy, our mission is 

to “cont inue to create and prov ide new value that  i s  useful  

to  the wor ld  through the re la t ionsh ip  between people  and 

i n f o r m a t i o n . ”  A s  a  c o r p o r a t e  c i t i z e n ,  w e  re c o g n i z e  t h a t  

f u l � l l i n g  o u r  s o c i a l  r e s p o n s i b i l i t y  i s  f u n d a m e n t a l  t o  o u r  

management, and we aim to enhance our corporate value by 

s imu l taneous l y  c rea t ing  economic  va lue  and  fu l� l l i ng  our  

social responsibil ity.

 A s  a  c o m p a n y  w h o s e  b u s i n e s s  d o m a i n  i s  l i n k e d  t o  

i n f o r m a t i o n  � e l d s ,  t h e  R i c o h  G r o u p  r e c o g n i z e s  t h e  

importance of information security in pursuing its mission of 

del iver ing products and services that customers can use with 

peace of mind.

 Fo r  t h i s  rea son ,  t he  R i coh  G roup  fo rmu la t ed  the  “R i coh  

G r o u p  I n f o r m a t i o n  S e c u r i t y  B a s i c  P o l i c y ”  a n d  t h e  

“Information Security Basic Pol icy for Products and Services” 

and ensures that these policies are ful ly known internally and 

external ly.  Addit ional ly,  we are strengthening our in i t iat ives 

r e l a t e d  t o  i n f o r m a t i o n  s e c u r i t y  b a s e d  o n  i n t e r n a t i o n a l  

security standards.

 We regard these in i t iat ives  as  act iv i t ies  in  which a l l   R icoh 

e x e c u t i v e s  a n d  e m p l o y e e s  p a r t i c i p a t e ,  a n d  w e  p ro m o t e  

day - to -day  management  and  con t i nuous  improvement  a t  

w o r k s i t e s  a n d  o n  t h e  f r o n t  l i n e s  o f  b u s i n e s s  a s  w e l l  a s  

provide customers with Ricoh products and services based on 

those.

2 - 3 S e c u r i t y  o r g a n i z a t i o n

2 - 2

2 - 1

2

I n f o r m a t i o n  S e c u r i t y  B a s i c  P o l i c y / I n d i v i d u a l  p o l i c i e s

C o n c e p t  o f  i n f o r m a t i o n  s e c u r i t y

R i coh’s  i n fo rmat ion  secur i t y  in i t i a t i ve s
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2 - 3 S e c u r i t y  o r g a n i z a t i o n

R i coh’s  i n fo rmat ion  secur i t y  in i t i a t i ve s2

Hiroyuki Teshima, General Manager, Information Security Management
Information Security Control Center

Security teams in each business unit

Corporate Security DepartmentProduct Security Department

● Information security management
● Strategies to respond to national laws/regulations
● Compliance with national laws /regulations
●  Security management
●  Privacy protection

Develop and promote group-wide strategies 
for information security/privacy protection 

Role

CEO

CollaborationCollaboration CollaborationCollaboration

CollaborationCollaboration

 Additionally, the “Information Security Management Center” 

has been set up under the direct control of the CEO, and it is 

r e s p o n s i b l e  f o r  p l a n n i n g  a n d  p r o m o t i n g  s t r a t e g i e s  f o r  

in fo rmat ion  secur i t y  and  p r i vacy  p ro tec t ion  fo r  the  ent i re  

Group.

 The  In format ion  Secur i t y  Management  Center  works  wi th  

Product Security Promotion Department, which is responsible 

f o r  p ro d u c t  s e c u r i t y,  t h e  C o r p o r a t e  S e c u r i t y  P ro m o t i o n  

Department, which is responsible for information security for 

the  ent i re  bus ines s ,  and  secur i t y  teams  o rgan i zed  in  each  

business unit to strengthen Group-wide activit ies.
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2 - 4 S c o p e  o f  i n f o r m a t i o n  s e c u r i t y

R i coh’s  i n fo rmat ion  secur i t y  in i t i a t i ve s2

Customer 
information assets

 T h e  s c o p e  c o v e r s  t w o  m a j o r  a r e a s :  " p r o d u c t s  a n d  

services”and “business environment.”

 As  desc r ibed  in  1 -1 ,  To  ensure  the  sa fe ty  and  secur i t y  o f  

cus tomer  in fo rmat ion  we rece i ve  f rom our  cus tomers ,  not  

on ly  must  the  products  and serv ices  we prov ide  be robust ,  

but  so too must  be the bus iness  env i ronment  of  R icoh,  the 

manufacturer that develops and produces them.

 The  bus ine s s  env i ronment  i n c ludes  the  va lue  cha in  f rom 

p roduc t  p l ann ing  to  s a l e s  and  ma in tenance ,  i n fo rma t i on  

m a n a g e m e n t  s y s t e m s  u s e d  i n  e a c h  p r o c e s s ,  

product ion/deve lopment/sa les  systems,  and the i r  operat ion 

rules/processes. In recent years, cybersecurity r isks have been 

i n c re a s i n g  n o t  o n l y  f ro m  d i re c t  a t t a c k s  o n  p ro d u c t s  a n d  

services, but also those on the business environment.

 We  c a l l  t h e  a c t i v i t i e s  t o  p ro t e c t  c u s t o m e r  i n f o r m a t i o n  

h a n d l e d  b y  o u r  p r o d u c t s  a n d  s e r v i c e s  f r o m  a t t a c k e r s  

“p roduc t  secu r i t y”  and  the  ac t i v i t i e s  to  p ro tec t  cus tomer  

i n f o r m a t i o n  h a n d l e d  i n  o u r  b u s i n e s s  e n v i r o n m e n t  f r o m  

attackers “corporate security.” 

Customer 
information assets

Ricoh 
information assets

Ricoh 
information assets

Corporate security

Ricoh’ s business environment protects 
customers’ information assets 
through Corporate security. Product security

Ricoh’ s products and services protect 
customers’ information assets 
with Product security.

Ricoh business 
environment

Customer business 
environments

Ricoh 
information assets
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LogisticsLogisticsLogistics

Sales Sales Sales ProductionProductionProduction

DevelopmentDevelopmentDevelopment
Product 
planning
Product 
planning
Product 
planningProduct Product Product 

Logistics

Sales Production

Development
Product 
planningProduct 

Information asset management

Information to be managed
Information assets

Rules

Process

Management

Management

Product 
planning

PCPC

System ASystem A

System BSystem B

Identify systems 
and locations that
hold information 
to be managed

( system locations, rules, processes, etc. )

Environment related to each component 
of the value chain 

Value chain

ProductsRicoh’s business environment

Ricoh (product provider)

SystemInformation assetsValue

Ricoh 
location

Services

Cloud solutions

On-premises solutions
Hardware products

Maintenance
services

Call center
services

Systems

On-premises
solutions

Hardware
products

Apps

*1 ISO/IEC： International Organization of Standardization/International Electrotechnical Commission　*2 NIST：National Institute of Standards and Technology

 B a s e d  o n  i n t e r n a t i o n a l  i n f o r m a t i o n  s e c u r i t y  s t a n d a rd s  

( I S O / I E C * 1 ,  N I S T * 2 ,  e t c . ) ,  w e  h a v e  e s t a b l i s h e d  a n d  

s t rengthened an organ izat ion that  i s  aware  of  in format ion 

security for the entire supply chain of our group. 

 We also ant ic ipate in a t imely manner secur i ty  r i sks re lated 

to  bus ine s s  s y s t ems  i n  each  p roce s s  o f  p l ann ing ,  de s i gn ,  

purchasing, production, sales, and we continuously study and 

implement countermeasures. 

2 - 4 S c o p e  o f  i n f o r m a t i o n  s e c u r i t y

R i coh’s  i n fo rmat ion  secur i t y  in i t i a t i ve s2
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3-2-1　Security by design 

 To ensure that our customers can use our products and 

s e r v i c e s  w i t h  p e a c e  o f  m i n d ,  w e  a r e  c o m m i t t e d  t o  

i m p l e m e n t i n g  s e c u r i t y  b y  d e s i g n ,  w h i c h  e n s u r e s  

i n f o r m a t i o n  s e c u r i t y  f ro m  t h e  p l a n n i n g  a n d  d e s i g n  

stages. 

 I n -house  regu la t ions  based  on  I SO/ I EC  27034-1 ,  the  

in te r na t iona l  s t anda rd  fo r  secu re  deve lopment ,  have  

been established and are being gradually applied.

 The Ricoh Group provides products and services that can be 

used  w i th  peace  o f  m ind  in  keep ing  w i th  the  cus tomer ’ s  

workp lace  and informat ion secur i ty  po l i c ies  to  protect  the  

customer’ s information assets and to enable the customer to 

make the best use of the information assets.

1st principle　 Compliance

 Compl iance with laws and regulat ions is  fundamental ,  

and this takes precedence over the second principle and 

the third principle.　
2nd　Protection of information assets

 Customer information assets should be protected with 

e a c h  p ro d u c t  a n d  s e r v i c e  a n d  t h i s  s h o u l d  b e  g i v e n  

pr ior i ty over the third pr inciple on the premise that the 

�rst principle shall be satis�ed. 　　
3rd　Maximize value provided

 The va lue prov ided to customers  by each product  and 

se rv i ce  shou ld  be  max im ized  on  the  p remi se  tha t  the  

�rst and second principle shal l  be satis�ed. (Note: Value 

he re  i s  v a l ue  i n  gene ra l  o f  “p roduc t s , ”  and  i t  i s  no t  

l imited to just that of information security.) 

１　 Compliance

 The R icoh Group shal l  comply  with a l l  appl icable laws 

a n d  g u i d e l i n e s  r e l a t e d  t o  i n f o r m a t i o n  s e c u r i t y  o f  

countr ies  where products  and serv ices  are  prov ided as  

well as contractual obligations.　
２　Customer Origination

 T h e  R i c o h  G r o u p  s h a l l  e n d e a v o r  t o  i d e n t i f y  t h e  

customer’s needs for information security and to provide 

corresponding products and services.　
3　 Identi�cation and Response to Environmental      

      Change

 The Ricoh Group shal l  endeavor to ident i fy  changes in 

the  in fo rmat ion  secu r i t y  env i ronment  and  to  p rov ide  

products and services that respond to those.　
４　Response to Information Security

 The  R i coh  Group  sha l l  regu la r l y  ana l yze  in fo rmat ion  

s e cu r i t y  r i s k s  o f  p roduc t s  and  s e r v i c e s  and  s t r i v e  t o  

reduce those risks.　
５　Information Security Management

 The Ricoh Group shal l  create and continuously improve 

o n  a n  i n f o r m a t i o n  s e c u r i t y  s y s t e m  f o r  p ro d u c t s  a n d  

services.　
６　 Customer Value Maximization

 The  R icoh Group sha l l  s t r i ve  to  prov ide  products  and 

services solutions that combine convenience and safety.

Basic policy

Basic principles

Action guidelines

 The security policy of Ricoh Products has been established as the "Basic Policy for Information Security of Products and Services" 

as follows, and is It is also published on Ricoh's website.

B a s i c  p o l i c y  o n  i n f o r m a t i o n  s e c u r i t y  f o r  p r o d u c t s  a n d  s e r v i c e s3 - 1

Produc t  se cur i t y3

January 2018

Ricoh Company, Ltd.
Representative Director, President and Chief Executive Of�cer

Yoshinori Yamashita

3 - 2 P u r s u i t  o f  s a f e  a n d  s e c u r e  p r o d u c t s
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 In order to protect customer data from various security 

threats, for our products and services we always refer to 

the  la tes t  in te rnat iona l  secur i t y  s tandards  and fo l low 

va r ious  techno log i ca l  t rends  such  as  enc ryp t ion ,  OSS  

vulnerabi l i ty management, data authority management, 

and secure development processes.　

3 - 3 R i c o h ’s  l a y e r e d  a p p r o a c h  t o  s e c u r i t y

3 - 2 P u r s u i t  o f  s a f e  a n d  s e c u r e  p r o d u c t s

Produc t  se cur i t y3

3-2-2　Bringing attention to security risks

 W i t h  t h e  d e v e l o p m e n t  o f  a n  i n f o r m a t i o n  s o c i e t y,  

va r ious  th rea t s  such  a s  compute r  v i ru se s ,  l eakage  o f  

personal information, and unauthorized external  access 

a re  a l l  a round  us .  I n  re sponse  to  inc reas ing l y  d i ve r se  

threats, security init iat ives are being taken up as one of 

the most important issues for our customers.

 These secur i ty  threats  are  not  l imi ted to PCs,  servers ,  

and networks .  Secur i t y  th reat s  to  R i coh  products  and 

s e r v i c e s  c a n  a l s o  b e  m i t i g a t e d  t h r o u g h  p r o p e r  

con�guration and operation. To ensure the safety of our 

products and services, we recommend certain actions be 

taken.

 I n  a d d i t i o n ,  w e  a r e  w o r k i n g  o n  e a r l y  r e s p o n s e  t o  

v u l n e r a b i l i t i e s  b a s e d  o n  I S O / I E C  2 9 1 4 7 / 3 0 1 1 1 ,  a n  

i n t e r n a t i o n a l  s t a n d a r d  f o r  v u l n e r a b i l i t y  

countermeasures, such as alerting the status of response 

t o  v u l n e r a b i l i t i e s  w i t h  r i s k  o f  h i g h  c y b e r  a t t a c k ,  

e s t ab l i s h i ng  a  con ta c t  po in t  t o  re ce i v e  vu l ne r ab i l i t y  

r e p o r t s  f r o m  s e c u r i t y  r e s e a r c h e r s ,  a n d  p r o v i d i n g  

vulnerabil ity countermeasure information.

Device security

User interface (Smart Operation Panel)
● Ricoh hardened OS base using specific modules
● Unnecessary tools and components and tools with known issues are not installed
● Kernel and services are customized
● Root access is not available 

● Ricoh hardened OS base using specific modules
● Unnecessary tools and components and tools with known issues are not installed
● Kernel and services are customized
● Root access is not available
 

Embedded applications

Network (transport & data link layer)

Server security

Services
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Corpora te  se cur i t y４

  The Ricoh Group establ ished common standards in March 2007 and has been promoting the 

fu l l -sca le deployment and entrenchment of  those common standards at  our Group companies 

s i n c e  A p r i l  2 0 0 7 .  W i t h  t h e s e  c o m m o n  s t a n d a rd s ,  w e  a i m  t o  c o n t i n u o u s l y  i m p ro v e  t h e  

informat ion secur i ty  response leve l  of  each company and fur ther  bo l s ter  the  foundat ion for  

providing new value to customers.

 In  o rder  fo r  the  R i coh  Group to  fu l� l l  our  corpora te  soc ia l  re spons ib i l i t y  and  enhance  our  

corporate value through information security init iat ives,  i t  is  important for us to make security 

levels be common so as to raise the information security of each company above a certain level, 

transcending the boundaries between group companies.

 Even within the same corporate group, there are many differences in size and corporate culture 

of  the  ind iv idua l  companies ,  and each company has  a  wide range of  operat ions ,  which may 

inc lude research,  deve lopment,  des ign,  product ion,  sa les ,  and serv ice .  There a l so tend to be 

differences in the level of information security addressed on an individual basis.

 The Ricoh Group has recognized the need for common standards that would serve as a uni�ed 

secur i ty  pol icy  for  the ent i re  Group in  order  to reso lve these var ious  problems and make the 

Group Informat ion Secur i ty  Management  Sys tem ( ISMS) ,  which serves  as  the  foundat ion for  

information security activit ies, even more effective.

 Addit ional ly,  the ISO/ IEC 27001 internat ional  s tandard does not  spec i fy  the extent  to which 

indiv idual  safety measures should be implemented, so speci�c implementat ion standards were 

necessary.  In  response to the requi rements  of  the internat ional  s tandard,  we began study ing 

standards for  implement ing informat ion secur i ty  according to the degree of  r i sk in December 

2005,  establ i shed the R icoh Fami ly  Group Informat ion Secur i ty  Measures (RFG ISMeasures)  in  

March 2007, and have been promoting the ful l -scale deployment and adoption of those at our 

Group companies since April 2007.

 For more information, visit 

https://www.ricoh.com/security/management/activity/standard.html

 In addit ion, cyber attack tact ics have become increasingly complex and sophist icated in recent 

years, making it dif�cult to respond to such attacks with just an ISMS approach that focuses on 

“prevention.”

 In response to th is  s i tuat ion,  we have adopted the concept of  the Cyber Secur i ty  Framework 

(CSF)  i s sued by  the Nat iona l  Ins t i tute  of  Standards  and Technology (N IST)  in  the USA,  which 

focuses on “early detection and rapid response” assuming attack or intrusion, and the “OODA” 

method, which is highly responsive to ever-changing attacks, in order to conduct cybersecurity 

response. 
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Adoption of OODA

 In  ISMS act iv i t ies ,  the PDCA (p lan-do-check-act )  cyc le  was 

used to improve the level of security.

 

 The PDCA cycle is a good method for implementing activit ies 

to achieve c lear object ives.  But i t  i s  not suitable for deal ing 

w i th  e ven t s  such  a s  c ybe r  a t t a ck s ,  whe re  the re  a re  many  

external factors beyond our control.

 By also using the OODA (observe–orient–decide–act) cycle, a 

m e t h o d  t h a t  i s  h i g h l y  r e s p o n s i v e  t o  e v e n t s  s u c h  a s  

e v e r- c h a n g i n g  c y b e r  a t t a c k s ,  w e  a r e  s t r e n g t h e n i n g  o u r  

security management system by dividing act iv it ies to achieve 

o b j e c t i v e s  ( P D C A )  a n d  a c t i v i t i e s  t o  re s p o n d  t o  c h a n g i n g  

circumstances (OODA) as appropriate.

Countermeasure status visualization and planning 
(NIST CSF compliance, risk-based planning)

 In response to cyber attacks such as ransomware and other 

threats that have been making headlines in recent years, it  is 

no longer sufficient to s imply comply with the previous ISMS 

requirements for  informat ion secur i ty  measures (here inafter  

r e f e r r e d  t o  a s  t h e  “ r e q u i r e m e n t s ” ) ,  w h i c h  f o c u s  o n  

“prevention.” 

 Against  this  background, we also refer to the requirements 

o f  t h e  C y b e r  S e c u r i t y  F r a m e w o r k  ( C S F )  t o  i m p r o v e  

cybersecur i ty  measures ,  v i sua l i ze  the s tatus  of  response to  

security threats using heat maps, and develop and implement 

risk-based plans for assessment and security enhancement.

Security Strategies

 As  ransomware  and other  cyber  a t tacks  ta rget ing  compan ies  become more  complex  and soph i s t i ca ted ,  R i coh i s  p romot ing 

strategic and global cybersecurity measures.

R i c o h ’s  c o r p o r a t e  s e c u r i t y  s t r a t e g y4 - 1

Corpora te  se cur i t y４

Plan

Action

Do

Check

Policies and goals for 
action are established, 
and plans and rules are 
formulated to achieve 
the goals. 

Policies and goals for 
action are established, 
and plans and rules are 
formulated to achieve 
the goals. 

The organizational 
structure is reviewed 
and improved based on 
the issues and 
suggestions identi�ed 

The organizational 
structure is reviewed 
and improved based on 
the issues and 
suggestions identi�ed 

The management system 
is operated by deploying 
rules and reinforcing 
measures based on the 
management system 
operation plan. 

The management system 
is operated by deploying 
rules and reinforcing 
measures based on the 
management system 
operation plan. 

Progress of the plan is 
con�rmed and checked to 
determine whether it is 
working effectively for the 
organization and whether 
there are any issues to be 
addressed. 

Progress of the plan is 
con�rmed and checked to 
determine whether it is 
working effectively for the 
organization and whether 
there are any issues to be 
addressed. 

management system operation

Action / Review Progress con�rmation / Effectiveness check

Formulation of goals, rules, etc.

Observe

Orient

Decide

Action

※1 SOC    : Security Operation Center
※2 CSIRT : Computer Security Incident Response Team

In the area of cyber attacks, SOC※1 / CSIRT※2 organizations are set up in 
each region globally, and those perform timely monitoring and judgment of 
the situation and take prompt actions / responses based on appropriate 
decisions to minimize the impact.

Detection, response, and recovery 
(cyber attack response activities)

In order to protect the organization’s important information assets, we will 
improve the level of information security measures by continuing this cycle of 
identifying the situation inside and outside the organization, prioritizing the 
resolution of identified issues, and formulating and implementing plans to resolve 
issues. 

Identi�cation and defense 
(ISMS activities)

Perspectives of information security measures
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VOIT organization structure

● Promote a global information security and risk management program

● Establish Group information security policies, standards, and procedures

● Improve security awareness at the regional and global levels

● Review security implementation plans across the globe

● Share information on identi�ed vulnerabil it ies and support mutual response

　

Aims of VOIT

Global response

 As Ricoh is  expanding business g lobal ly,  we bel ieve that our secur i ty  measures require response that i s  cons istent on a global  

scale.  Ricoh organized VOIT (Virtual  One IT)  in 2015 to improve the homogeneity of security strength global ly and to accelerate 

coordination among security personnel.

Corpora te  se cur i t y４

R i c o h ’s  c o r p o r a t e  s e c u r i t y  s t r a t e g y4 - 1

～2015

WHQ

Americas EMEA AP Japan

Regional optimizationRegional optimization

Lack of a global IT security strategy

Highly skilled personnel dispersed around the world

Regionally dependent know-how / Operational silos

Issues

2015～

WHQ

EMEA AP

JapanAmericas

Development and implementation of a global IT security strategy

Leveraging of human resources/skills across regions

Sharing of new technologies/best practices globally

Goals

“One global Ricoh”“One global Ricoh”

Global optimizationGlobal optimization

Enhancing information security response
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 I n  o rde r  to  p ro tec t  i n fo rmat ion  a s se t s  f rom th rea t s ,  i t  i s  

essent ia l  to  estab l i sh  and d isseminate ru les  and implement  

systems as wel l  as  to ensure that  each employee has a h igh 

level of security awareness and ski l ls. Ricoh conducts security 

t r a i n i n g  a n d  a w a r e n e s s  p r o g r a m s  r e g u l a r l y  i n  o r d e r  t o  

develop human resources knowledgeable about that.

 We  a re  p romot i ng  t r a i n i ng  t o  r a i s e  awa rene s s  o f  i s s ue s  

r e l a t e d  t o  s e c u r i t y  r i s k s  t h a t  o n e  m u s t  b e  a w a r e  o f  i n  

d a y - t o - d a y  w o r k ,  s u c h  a s  p re c a u t i o n s  t o  b e  t a k e n  w h i l e  

t rave l ing and work ing remote ly,  how to use c loud serv ices ,  

and ant i -v i rus measures,  and to understand the correct  way 

to  re spond  to  such  r i s k s  so  tha t  we  can  work  i n  a  s ecu re  

manner.

 In addition to famil iarizing employees with how to recognize 

and respond to fraudulent e-mai ls  suspected of being cyber 

attacks,  we have them exper ience receiv ing and responding 

to emai ls  s imulat ing cyber attacks in order to deter  damage 

from actual attack e-mails.

 In response to the threat of cyber attacks, it is important not 

only to prevent damage from occurr ing,  but a lso to prevent 

t h e  s p re a d  o f  d a m a g e  a n d  t o  re c o v e r  q u i c k l y  i f  d a m a g e  

should occur.

 For this reason, we regularly conduct s imulated cyber attack 

dri l ls.

 In  cybersecur i ty,  i t  i s  important  not  on ly  for  employees  to  

have  bas i c  knowledge,  but  a l so  to  keep up wi th  the  la tes t  

trends.

 To  th i s  end ,  we  regu la r l y  s end  and  sha re  i n fo rmat ion  on  

security trends and internal security responses to such trends 

i n  t h e  f o r m  o f  “ s e c u r i t y  c o m m u n i c a t i o n ”  f o r  e m p l o y e e s  

throughout the company.

Security training

Targeted e-mail attack training

Desktop training on incident response

Security communication

 We have establ ished a Computer Security Incident Response 

Team/Secur i ty  Operat ion Center  (CS IRT/SOC)  s t ructure  and 

a re  work ing  cons tant l y  to  s t rengthen that  to  enab le  us  to  

respond promptly to cyber attacks, which have become more 

prevalent.

 T h e  R I C O H - C S I R T  w a s  o r g a n i z e d  i n  F Y 2 0 1 3  t o  a n a l y z e  

threats based on incident reports from the SOC, information 

f rom ex te r na l  CS IRT  o rgan i za t ions ,  and  in fo rmat ion  f rom 

security information websites.

 T h e  t e a m  a l s o  l e a d s  t h e  r a p i d  a n d  o p t i m a l  r e s p o n s e  

( e v i d e n c e  p r e s e r v a t i o n ,  a t t a c k  a n a l y s i s ,  r o o t  c a u s e  

invest igation, prevention of spread, and containment) to the 

identi�ed threats.

 A  Secur i t y  Operat ion  Center  (SOC)  has  been organ ized to  

constantly monitor IT systems owned by the Ricoh Group and 

conduct detailed analysis of suspicious events.

 This enables early detection of incidents by quickly detecting 

unauthor ized intrus ions f rom outs ide and unauthor ized use 

from ins ide,  and i t  a lso enables l inking with response teams 

as necessary.

　

 W i t h  c y b e r  a t t a c k s  b e c o m i n g  m o r e  s o p h i s t i c a t e d  a n d  

c o m p l e x ,  i t  i s  d i f� c u l t  t o  c o m p l e t e  a l l  s e c u r i t y  re s p o n s e  

in-house.

 Therefore, Ricoh has introduced a Managed Security Service 

( M S S )  b y  p a r t n e r i n g  w i t h  s e c u r i t y  e x p e r t s ,  a n d  a r e  

co l laborat ing with var ious  secur i ty  organizat ions  to  a lways  

uti l ize the most advanced security technologies.

Establishment and Operation of CSIRT

Establishment and Operation of SOC

Use of outside security experts

E n h a n c i n g  s e c u r i t y  i n c i d e n t  
r e s p o n s e

4 - 2 4 - 3 S e c u r i t y  t r a i n i n g

Corpora te  se cur i t y４
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* Personal information is information that can be used to identify an individual. 
* Personal data is the name given to all information about an individual, whether or   
   not the individual can be identified. 

 A t  the  R i coh  Group ,  we  recogn i ze  the  u t i l i t y  o f  pe r sona l  

i n f o r m a t i o n  ( i n c l u d i n g  p e r s o n a l  n u m b e r s  a n d  s p e c i � e d  

personal  informat ion)  in the g lobal  informat ion soc iety  and 

the  impo r t ance  o f  p ro t e c t i ng  t he  r i gh t s  and  i n t e re s t s  o f  

ind iv idua ls ,  and we comply  wi th  re levant  laws,  regu lat ions  

a n d  o t h e r  r u l e s  t o  e n s u re  t h a t  a l l  p e r s o n a l  i n f o r m a t i o n  

handled in the course of  bus iness  i s  used appropr iate ly  and 

effectively.

 S ince  the  enac tment  o f  J apan ’s  Ac t  on  the  P ro tec t ion  o f  

P e r s o n a l  I n f o r m a t i o n  i n  2 0 0 5 ,  t h e  R i c o h  G r o u p  h a s  

establ ished, operated,  and managed our own regulat ions in 

cons ide ra t ion  o f  in te r na t iona l  t rends  in  the  p ro tec t ion  o f  

p e r s o n a l  i n f o r m a t i o n ,  a n d  w e  h a v e  m a d e  s u r e  t h e s e  

regu lat ions  are  known by a l l  employees  and other  re levant  

personnel .  Moreover,  we are  cont inuous ly  mainta in ing and 

improving our regulations and are complying with the revised 

Act, which took effect in April 2022.

5 - 1 P r o t e c t i o n  o f  p e r s o n a l  i n f o r m a t i o n

 Against the backdrop of the rapid progress of digital izat ion 

and the ut i l i zat ion of  b ig  data,  concern about  data  pr ivacy  

and the protect ion of personal information* is growing dai ly 

o n  a  g l o b a l  s c a l e .  C o m p l i a n c e  w i t h  t h e  G e n e r a l  D a t a  

P rotec t ion  Regu la t ion  (GDPR)  and other  nat iona l  l aws  and 

regulat ions on data pr ivacy is  a pr ior i ty  i ssue for  companies 

to maintain competitiveness.

 

 Since the enactment of the Act on the Protection of Personal 

Information in Japan in 2005, revised laws have been enacted 

due  to  t e chno log i ca l  advancement  and  changes  i n  soc i a l  

conditions such as globalization of business.

 

 Ricoh has been transforming into a digital services company, 

and in 2021, we launched data business in earnest  with the 

re lease of  the "AI  at  Work" ser ies ,  a  new serv ice  that  uses  

p r o p r i e t a r y  n a t u r a l  l a n g u a g e  p r o c e s s i n g  A I  ( a r t i � c i a l  

i n t e l l i gence )  and  o the r  t e chno log i e s  to  suppo r t  bu s i ne s s  

operations.

 Meanwhi le ,  the ru les  for  the use of  persona l  data  are  s t i l l  

not  c lea r,  and i t  i s  d i f�cu l t  fo r  compan ies  to  dete rmine  to  

what extent use of personal data is appropriate for them.     

 Furthermore, from the customer’ s point of view, uncertainty 

a b o u t  w h e t h e r  t h e i r  p e r s o n a l  d a t a  i s  b e i n g  h a n d l e d  

appropr i a te l y  and  whethe r  the i r  p r i vacy  i s  be ing  p roper l y  

protected are causes for concern.

 

 For  th is  reason,  R icoh has de�ned a data pr ivacy pol icy  for  

al l  personal data, including customer personal information to 

ensure  compl iance  wi th  a l l  l aws  and regu lat ions  regard ing 

customer information.

Data  p r i vacy5
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1　Respect for Human Rights
 The R icoh Group wi l l  app ly  A I  based on our  Human R ights  

Policy.

2　Data Privacy Policy
 The Ricoh Group wil l  handle customer information based on 

the Ricoh Group Data Privacy Policy.

3　Fairness
 We recognize  that  the use of  A I  may int roduce b ias  in  the 

results.  Therefore, we wil l  str ive to avoid bias in our use and 

application of AI.

4　Creating New Value
 The  R i coh Group wi l l  c reate  new va lue  by  us ing  A I ,  wh i le  

work ing c lose ly  wi th  customers  and earn ing the i r  t rus t ,  to  

help them grow and solve their problems.

 T h e  R i c o h  G ro u p ’ s  m i s s i o n  i s  t o  p ro v i d e  e x c e l l e n c e  t o  

improve the quality of l iv ing and to drive sustainabil ity based 

on the Spir i t  of  Three Loves—a dedicat ion to people,  one’ s  

c o u n t r y,  a n d  a  p a s s i o n  f o r  w o r k — t h a t  c o n s t i t u t e d  t h e  

principles of Ricoh founder Kiyoshi Ichimura.

 In  l ine  wi th  th i s  miss ion,  the  R icoh Group has  es tab l i shed 

t h e  f o l l o w i n g  p o l i c y  t o  p r o v i d e  f u l � l l m e n t  t o  p e o p l e ,  

e f � c i e n c y,  a n d  c o n v e n i e n c e  t h r o u g h  i n t e g r a t i n g  a n d  

l e v e r a g i n g  a d v a n c e d  t e c h n o l o g y  a n d  A I  w e  h a v e  

accumulated.

 The Ricoh Group’s vision of a sustainable society is expressed 

a s  the  “Three  P s  Ba lance” ,  i n  o the r  words ,  a  soc i e t y  tha t  

m a i n t a i n s  a  b a l a n c e  a m o n g  t h e  t h r e e  P s  o f  P r o s p e r i t y  

( e c o n o m i c  a c t i v i t i e s ) ,  P e o p l e  ( s o c i e t y ) ,  a n d  P l a n e t  

(environment).

 I n  o rd e r  t o  re a l i z e  t h e  s o c i e t y  t h e  R i c o h  G ro u p  a i m s  t o  

ach ieve ,  we  s t r i ve  to  so l ve  soc ia l  i s sues  and  cont r ibute  to  

society.

1　Basic Policy for Personal Information
 I n  a c c o rd a n c e  w i t h  t h e  R i c o h  G ro u p ’ s  B a s i c  P o l i c y  f o r  

Personal Information Protect ion, we comply with al l  re levant 

laws, regulations, and other rules to protect privacy.

 

Companies  with in the R icoh Group may a lso operate under  

add i t iona l  pr ivacy  po l i c ies  appropr ia te  for  the i r  operat ions  

and deve lop products  and serv ices  in  accordance with such 

policies.

 

2　Privacy and Security
 T h e  R i c o h  G r o u p  w i l l  h a n d l e  c u s t o m e r  i n f o r m a t i o n  

appropriately in accordance with our Basic Policy for Personal 

Informat ion Protect ion and wi l l  apply  appropr iate measures 

to protect customers.

 In  add i t ion ,  we  wi l l  s t r i ve  to  p romote  the  con�dent ia l i t y,  

integrity and avai labi l ity of col lected customer information in 

accordance with the Ricoh Group Information Secur i ty Bas ic 

P o l i c y  a n d  t h e  R i c o h  G r o u p  I n f o r m a t i o n  S e c u r i t y  B a s i c  

Regulations for Products and Services.

 

3　Information handled by the Ricoh Group
 The R icoh Group wi l l  handle  customer  informat ion for  the 

p u r p o s e s  o f  p r o v i d i n g  p r o d u c t s  a n d  s e r v i c e s  t o  o u r  

c u s t o m e r s ,  i m p r o v i n g  t h e  q u a l i t y  o f  o u r  p r o d u c t s  a n d  

serv ices,  and consider ing development of new products and 

services.

 

4　Transparency and accountability
 The Ricoh Group wil l  str ive to ensure the appropriate use of 

customer information and provide explanations based on 
the intended use and situation.

5 - 3 T h e  R i c o h  G r o u p ’s  B a s i c  P o l i c y  f o r  A I  Te c h n o l o g y  U t i l i z a t i o n

5 - 2 T h e  R i c o h  G r o u p ’s  D a t a  P r i v a c y  P o l i c y

Data  p r i vacy5
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Aiming to establish a security brand

 The  g rowing  need  fo r  in fo rmat ion  p ro tec t ion  due  to  the  inc reas ing  number  o f  cyber  a t tacks  wor ldwide  i s  now becoming  

universal and common knowledge.

 The constant struggle against attackers is l ikely to continue and not slow in the future.

 The R icoh Group wi l l  cont inue to s t rengthen and improve our  efforts  in  informat ion secur i ty  to  ensure that  we can respond 

�exibly as a digital  services company. We wil l  do that while keeping a close eye on changes in the external environment, such as 

the s t rengthening of  secur i ty  s tandards  across  industr ies  and countr ies .  And we wi l l  cont inue to s t rengthen our  informat ion 

security organization in order to achieve that goal.

Conc lu s ion

1　Respect for Human Rights
 The R icoh Group wi l l  app ly  A I  based on our  Human R ights  

Policy.

2　Data Privacy Policy
 The Ricoh Group wil l  handle customer information based on 

the Ricoh Group Data Privacy Policy.

3　Fairness
 We recognize  that  the use of  A I  may int roduce b ias  in  the 

results.  Therefore, we wil l  str ive to avoid bias in our use and 

application of AI.

4　Creating New Value
 The  R i coh Group wi l l  c reate  new va lue  by  us ing  A I ,  wh i le  

work ing c lose ly  wi th  customers  and earn ing the i r  t rus t ,  to  

help them grow and solve their problems.

 T h e  R i c o h  G ro u p ’ s  m i s s i o n  i s  t o  p ro v i d e  e x c e l l e n c e  t o  

improve the quality of l iv ing and to drive sustainabil ity based 

on the Spir i t  of  Three Loves—a dedicat ion to people,  one’ s  

c o u n t r y,  a n d  a  p a s s i o n  f o r  w o r k — t h a t  c o n s t i t u t e d  t h e  

principles of Ricoh founder Kiyoshi Ichimura.

 In  l ine  wi th  th i s  miss ion,  the  R icoh Group has  es tab l i shed 

t h e  f o l l o w i n g  p o l i c y  t o  p r o v i d e  f u l � l l m e n t  t o  p e o p l e ,  

e f � c i e n c y,  a n d  c o n v e n i e n c e  t h r o u g h  i n t e g r a t i n g  a n d  

l e v e r a g i n g  a d v a n c e d  t e c h n o l o g y  a n d  A I  w e  h a v e  

accumulated.



●Contact us

https://www.ricoh.com/

RICOH COMPANY,LTD.
1-3-6.Nakamagome
Ohta-ku Tokyo 143-8555 Japan


